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Overview

OOD detection을해결하기위한접근법은크게post-hoc 방식과outlier exposure 방식이있음

OOD Detection Approach

Post-hoc Approach Outlier Exposure Approach

OOD detection

• 추가적인 학습 없이 모델에서 나오는 정보 (feature 
vector, logit vector 등)를 활용해서 ID와 OOD를 구분
할 수 있는 OOD score function을 개발

• 실제 혹은 가상 OOD 데이터를 활용하여 모델이 직
접적으로 ID와 OOD를 구분할 수 있는 loss function
을 개발

ID data OOD data
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Overview
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Overview
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Training Confidence-Calibrated Classifiers for Detecting 

Out-of-Distribution Samples

(2018, ICLR)



12

Method 1
Training Confidence-Calibrated Classifiers for Detecting Out-of-Distribution Samples (2018, ICLR)
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Method 1
Training Confidence-Calibrated Classifiers for Detecting Out-of-Distribution Samples (2018, ICLR)
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Method 1
Training Confidence-Calibrated Classifiers for Detecting Out-of-Distribution Samples (2018, ICLR)
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Method 1
Training Confidence-Calibrated Classifiers for Detecting Out-of-Distribution Samples (2018, ICLR)

: Training OOD sample

: Training ID sample

: Low confidence area

: High confidence area
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Method 1
Training Confidence-Calibrated Classifiers for Detecting Out-of-Distribution Samples (2018, ICLR)
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Method 1
Training Confidence-Calibrated Classifiers for Detecting Out-of-Distribution Samples (2018, ICLR)

min
𝐺

max
𝐷

𝔼𝑝𝑖𝑛(𝑥) 𝑙𝑜𝑔𝐷 𝑥 + 𝔼𝑝𝑝𝑟𝑖(𝑧) 𝑙𝑜𝑔 1 − 𝐷 𝐺 𝑧

AdversarialGenerative Network (GAN)
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Method 1
Training Confidence-Calibrated Classifiers for Detecting Out-of-Distribution Samples (2018, ICLR)

min
𝐺

max
𝐷

𝔼𝑝𝑖𝑛(𝑥) 𝑙𝑜𝑔𝐷 𝑥 + 𝔼𝑝𝑝𝑟𝑖(𝑧) 𝑙𝑜𝑔 1 − 𝐷 𝐺 𝑧

AdversarialGenerative Network (GAN)

AdversarialGenerative Network for OOD sampling

min
𝐺

max
𝐷

𝔼𝑝𝑖𝑛(𝑥) 𝑙𝑜𝑔𝐷 𝑥 + 𝔼𝑝𝑝𝑟𝑖(𝑧) 𝑙𝑜𝑔 1 − 𝐷 𝐺 𝑧

+𝛽𝔼𝑝𝑝𝑟𝑖(𝑧)[𝐾𝐿(𝑢(𝑦)| 𝑃𝜃 𝑦 𝐺 𝑧

Low term1
High term2

High term1
Low term2

Balanced!!
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Method 1
Training Confidence-Calibrated Classifiers for Detecting Out-of-Distribution Samples (2018, ICLR)
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Method 1
Training Confidence-Calibrated Classifiers for Detecting Out-of-Distribution Samples (2018, ICLR)

기존GAN 제안GAN 기존GAN 제안GAN
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Deep Anomaly Detection with Outlier Exposure

(2019, ICLR)
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Method 2
Deep Anomaly Detection with Outlier Exposure (2019, ICLR)
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Method 2
Deep Anomaly Detection with Outlier Exposure (2019, ICLR)

𝑫𝒊𝒏
𝒕𝒓𝒂𝒊𝒏, 𝑫𝒊𝒏

𝒕𝒆𝒔𝒕

𝑫𝒐𝒖𝒕
𝑶𝑬

𝑫𝒐𝒖𝒕
𝒕𝒆𝒔𝒕

SVHN CIFAR10&100 TinyImageNet Places365

80 Million Tiny Images ImageNet-22K

저해상도이미지셋 고해상도이미지셋

Gaussian, Bernoulli, 
Blobs, Icons-50, Textures, 

Places365, LSUN, 
CIFAR10, Chars74K

Gaussian, Randemacher, 
Blobs, Textures, SVHN, 

Places365, LSUN, 
CIFAR10, CIFAR100

Gaussian, Randemacher, 
Blobs, Textures, SVHN, 

Places365, LSUN, 
ImageNet

Gaussian, Randemacher, 
Blobs, Icons-50, Textures, 

SVHN, Places69, 
ImageNet
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Method 2
Deep Anomaly Detection with Outlier Exposure (2019, ICLR)

𝑫𝒊𝒏
𝒕𝒓𝒂𝒊𝒏

𝑫𝒐𝒖𝒕
𝑶𝑬

𝑫𝒐𝒖𝒕
𝒕𝒆𝒔𝒕

Training

𝑫𝒊𝒏
𝒕𝒆𝒔𝒕

Cross Entropy Loss

Confidence Loss

Fine-tuning

Test
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Method 2
Deep Anomaly Detection with Outlier Exposure (2019, ICLR)
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Method 2
Deep Anomaly Detection with Outlier Exposure (2019, ICLR)



과제 진행 목표
Energy-based Out-of-Distribution Detection

(2020, NeurIPS)
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Method 3
Energy-based Out-of-Distribution Detection (2010, NeurIPS)

OOD data

GAP

⋯

Logit Vector

Linear Classifier

Feature Vector

Softmax

cat dog rabbit

CNN Encoder

cat

dog

rabbit

Class 
Probabilities

𝐸 𝑥, 𝑦 = −𝑓𝑦(𝑥) 𝐸(𝑥) = −𝑇 ∗ log෍

𝑗=1

𝐾

𝑒𝑓𝑗(𝑥)/𝑇

𝑓𝑐(𝑥)

𝑓

𝑓𝑑(𝑥)

𝑓𝑟(𝑥)

𝑔 𝑥; 𝜏, 𝑓 = ቊ
𝑂𝑂𝐷 𝑖𝑓 − 𝐸 𝑥; 𝑓 ≤ 𝜏,

𝐼𝐷 𝑖𝑓 − 𝐸 𝑥; 𝑓 > 𝜏
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Method 3
Energy-based Out-of-Distribution Detection (2010, NeurIPS)

Softmax score를통해서negative log likelihood를최소화하는과정은energy surface를학습하는과정과동일

L𝑛𝑙𝑙 = − 𝑙𝑜𝑔 𝑝 𝑦 𝑥 = 𝔼 𝑥,𝑦 ~𝑃𝑖𝑛 −𝑙𝑜𝑔
𝑒𝑓𝑦(𝑥)/𝑇

σ𝑗=1
𝐾 e𝑓𝑗 𝑥 /𝑇

= 𝔼 𝑥,𝑦 ~𝑃𝑖𝑛

1

𝑇
𝐸 𝑥, 𝑦 + 𝑙𝑜𝑔෍

𝑗=1

𝐾

𝑒−𝐸(𝑥,𝑗)/𝑇

정답 페어는 에너지를 낮게

다른 페어는 에너지를 높게

Classification model=

Energy-based model

∵ 𝐸 𝑥, 𝑦 = −𝑓𝑦(𝑥)



30

Method 3
Energy-based Out-of-Distribution Detection (2010, NeurIPS)

사용가능한OOD 데이터셋을통해서OOD 샘플에대한에너지를명시적으로낮추는손실함수제안

𝑚𝑖𝑛
𝜃

𝐿𝑜𝑠𝑠 =𝐿𝑛𝑙𝑙 + 𝜆 ∗ 𝐿𝑒𝑛𝑒𝑟𝑔𝑦

𝑤ℎ𝑒𝑟𝑒, 𝐿𝑒𝑛𝑒𝑟𝑔𝑦 = 𝔼
𝑥𝑖𝑛,𝑦 ~𝐷𝑖𝑛

𝑡𝑟𝑎𝑖𝑛 max 0, 𝐸 𝑥𝑖𝑛 −𝑚𝑖𝑛
2

+𝔼 𝑥𝑜𝑢𝑡 ~𝐷𝑜𝑢𝑡
𝑡𝑟𝑎𝑖𝑛 max(0,𝑚𝑜𝑢𝑡 − 𝐸 𝑥𝑜𝑢𝑡 )

2

ID는 에너지를 𝒎𝒊𝒏 보다 낮도록 학습

OOD는 에너지를 𝒎𝒐𝒖𝒕 보다 높도록 학습
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Method 3
Energy-based Out-of-Distribution Detection (2010, NeurIPS)
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Method 3
Energy-based Out-of-Distribution Detection (2010, NeurIPS)



과제 진행 목표

CSI: Novelty Detection via Contrastive Learning

on Distributionally Shifted Instances

(2020, NeurIPS)
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Method 4
CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)

Contrastive Learning은Metric Learning방법론중하나로데이터간유사도정보를통해서데이터들을구분하기쉽게해주는거리함수를

학습하는것

Anchor를기준으로Positive samples는가깝도록, Negative samples는멀도록학습

Class A

Class B

Feature Space

anchor
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Method 4

Self-supervised Contrastive Learning

CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)

이미지증강기법을통해서같은소스에서나온이미지들을positive로정의

다른이미지소스에서나온이미지들을negative로정의

CNN MLP

CNN MLP

Attract ⋮

Other Images

CNNMLP

CNNMLP

CNNMLP

CNNMLP

RepelAnchor

unlabeled
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⋮

Method 4

Self-supervised Contrastive Learning

CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)

Self-supervised contrastive learning을통해학습하면discriminative feature vector를학습할수있음

Other Images

unlabeled

Feature Space
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Embedding space

r = 1

⋮

Method 4

Self-supervised Contrastive Learning

CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)

이미지증강기법을통해서같은소스에서나온이미지들을positive로정의

다른이미지소스에서나온이미지들을negative로정의하며false negative 영향을줄이기위해개수를늘림 Other Images
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Method 4
CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)

ID 데이터와OOD 데이터를negative로설정하여 contrastive learning을진행하면 ID와OOD가분리된 feature space학습

ID Data

OOD Data

Feature Space

positive
negative
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Method 4
CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)

매우강한이미지변형기법을적용하여 ID 데이터와매우유사한OOD 데이터생성

Image Augmented Data

Transformation
Distribution-shifting

Transformation

OOD-like Data
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Method 4
CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)

같은이미지소스에서나온샘플들을positive로정의하는SimCLR과다르게negative로정의
Identity transform에서나온이미지를positive pair로설정
K-1개의Distribution-shifting Transformation에서나온K-1개의OOD-likedata를negative samples로설정

Image

Transform

anchor

Identity Transform Distribution-shifting Transformation

𝑺𝟎 𝑺𝟏

⋯

𝑺𝟐 𝑺𝒌−𝟏

Transform Set𝑺
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Method 4
CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)

같은이미지소스에서나온샘플들을positive로정의하는SimCLR과다르게negative로정의
Identity transform에서나온이미지를positive pair로설정
K-1개의Distribution-shifting Transformation에서나온K-1개의OOD-likedata를negative samples로설정

anchor

Identity Transform Distribution-shifting Transformation

𝑺𝟎 𝑺𝟏

⋯

𝑺𝟐 𝑺𝒌−𝟏

positive negative

negativenegative
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Method 4
CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)

같은이미지소스에서나온샘플들을positive로정의하는SimCLR과다르게negative로정의
Identity transform에서나온이미지를positive pair로설정
K-1개의Distribution-shifting Transformation에서나온K-1개의OOD-likedata를negative samples로설정

Anchor

𝑺𝟎

Feature Space

OOD-likenegative samples Negative sample

Negative sample
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Method 4
CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)

같은이미지소스에서나온샘플들을positive로정의하는SimCLR과다르게negative로정의
Identity transform에서나온이미지를positive pair로설정
K-1개의Distribution-shifting Transformation에서나온K-1개의OOD-likedata를negative samples로설정

Feature Space
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Method 4
CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)

Distribution shifting transformation을찾기위해변형된이미지와가장가까운 ID 샘플에대한OODness를계산

Pre-trainedFeature Space through SimCLR

Rotation 

𝑶𝑶𝑫𝒏𝒆𝒔𝒔

= 𝒄𝒐𝒔𝒔𝒊𝒎 𝒛 𝒙 ,𝒛 𝒙𝒏𝒏 ∗ | 𝒛 𝒙 |

𝒙

𝒛(𝒙)

: pretrained feature vector of ID samples
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Method 4
CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)

Distribution shifting transformation을찾기위해변형된이미지와가장가까운 ID 샘플에대한OODness를계산

Pre-trainedFeature Space through SimCLR

Rotation 

Nearest Neighbor

𝑶𝑶𝑫𝒏𝒆𝒔𝒔

= 𝒄𝒐𝒔𝒔𝒊𝒎 𝒛 𝒙 ,𝒛 𝒙𝒏𝒏 ∗ | 𝒛 𝒙 |

𝒙

𝒛(𝒙)

𝒛(𝒙𝒏𝒏)

: pretrained feature vector of ID samples
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Method 4
CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)

Distribution shifting transformation을찾기위해변형된이미지와가장가까운 ID 샘플에대한OODness를계산
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Method 4
CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)

또한,저자들은성능을더향상시키기위해서 transformation classificastion task를추가

𝑺𝟏

CNN

Contrastive Head

Classification Head

𝑪𝒐𝒏𝒕𝒓𝒂𝒔𝒕𝒊𝒏𝒈𝑻𝒂𝒔𝒌

𝑪𝒍𝒂𝒔𝒔𝒊𝒇𝒊𝒄𝒂𝒕𝒊𝒐𝒏𝑻𝒂𝒔𝒌

𝑺𝟎 𝑺𝟏 𝑺𝒌−𝟏

⋯

⋯ 𝑺𝟎 𝑺𝟏 𝑺𝒌−𝟏⋯
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Method 4
CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)
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Method 4
CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)

각태스크에맞는OOD score를제안하고이를합하여최종적인OOD score로활용

𝑶𝑶𝑫𝒏𝒆𝒔𝒔 = 𝒔𝒄𝒐𝒏(𝒙,𝒙𝒏𝒏) = 𝒄𝒐𝒔𝒔𝒊𝒎 𝒛 𝒙 ,𝒛 𝒙𝒏𝒏 ∗ | 𝒛 𝒙 |

𝒔𝒄𝒐𝒏−𝑺𝑰(𝒙,𝒙𝒏𝒏) =෍

𝑇∈𝑺

𝝀𝑇
𝒄𝒐𝒏 ∗𝒔𝒄𝒐𝒏 𝑇 𝒙 ,𝑇 𝒙𝒏𝒏

𝒔𝒄𝒍𝒔−𝑺𝑰(𝒙) =෍

𝑇∈𝑺

𝝀𝑇
𝒄𝒍𝒔 ∗𝑾𝑇𝒛𝑇(𝒙)

𝒔𝑪𝑺𝑰 𝒙,𝒙𝒏𝒏 = 𝒔𝒄𝒐𝒏−𝑺𝑰 𝒙,𝒙𝒏𝒏 +𝒔𝒄𝒍𝒔−𝑺𝑰(𝒙)
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Method 4
CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)
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Method 4
CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (2020, NeurIPS)
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